ANUsAUsULAEAY Port scanning wagdinisilasdiu Page 1 of 12

& Th 'CE RT ThaiCERT: Thai Computer Emergency Response Team
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Port scanning dunszaunslunisdasia’ldiinase (port) TCP w3a UDP 2a9i3adiihvung f3a
Uszavdiianmagauinfuinisiatinsuussuuiisasunisiitausa maau‘tuamum‘musmsvlﬂ

fofijguaszuumisaszuindoda msms’:aaanwasmmﬂmawmﬂmsaoaﬁmm‘lumsmsuaaan
Uszianuavszuuiljiifinng (Operating System) waznanndnduiialiuuuseuy asanssuy
Ufifeins vidarasiafisuagarafidasinitnatnofauaa g i lildniunisasmagauanunsa
Wil tussuulé wiasidaunwsasdmAussuunmnanuiuaslaaadafuiiiud Taaawizadine
foleasiaunnasfunideliauysal doesasfiauasinafialunissununasalasunisianatiosa

lasunvanadl
aiscavaunann1suay Port scanning

o Aunigiafianvinouuullsinaaa TCP via UDP Infwwafialatinevinoruag wiu http Awase
80 1flugiu

. ﬂumﬂsummmaasuunﬂﬁﬂf?\msmaunumsa\nﬂmmu

e dumifivanwaiadulatinevinouuuiaiasiihuune u web server

fiauriazzdnimafianis Port scanning 3fluagdias@nmnaisvinouiiassiuuaslisinaaa UDP uay
TCP
A ANuFNuUs UAeAY Tdsiamaa TCP/IP

a o

fHutiiavTaasrnvadianansil feod

. TCP/IP Port Numbers

o dupauiiaisuaduaninaslunisiazlaudimafiagivg uae Port scanning lufomdiail
“AE
LUUUNUIENIT TN

s¥niszianuaginaiinnis Port scanning

e NAARAIYY U Port scanning
o LA%aviia Port scanning
o n1silavdu Port scanning
o uusyuul{iisinng Linux
o uusyuuil{iisinns Windows

TCP/IP Port Numbers
Port Numbers agiilu Unsigned Numbers wuy 16 fia agfinasa'lédvioviua 65536 ports (0-65535)

o Well Known Ports (0 - 1023)
o Registered Ports (1024 - 49151)
¢ Dynamic and/or Private Ports (49152 - 65535)

Well Known Ports (0-1023) aziflunasaa&iiu applications ¢199 1au
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TCP 20 and 21 (File Transfer Protocol, FTP)

TCP 22 (Secure Shell, SSH)

TCP 23 (Telnet)

TCP 25 (Simple Mail Transfer Protocol, SMTP)
TCP and UDP 53 (Domain Name System, DNS)
UDP 69 (Trivial File Transfer Protocol, tftp)

TCP 79 (finger)

TCP 80 (Hypertext Transfer Protocol, HTTP)

TCP 110 (Post Office Protocol v3, POP3)

TCP 119 (Network News Protocol, NNTP)

UDP 161 and 162 (Simple Network Management Protocol, SNMP)
UDP 443 (Secure Sockets Layer over HTTP, https)

Non-Standard Port wana@enasafifivunawaauinnia 1023 dediating

e wins 1512/tcp # Microsoft Windows Internet Name Service
o radius 1812/udp # RADIUS authentication protocol

o yahoo 5010 # Yahoo! Messenger

e x11 6000-6063/tcp # X Window System

Port Scanner ﬁTomm‘sa‘tjﬁtﬂu}ﬂ%mﬁa‘tumsmsmﬁn Trojan, distributed denial-of-service (DDoS) tools uagns
nszvinUseavds a1 NiAaiuuulassd (Host) 1adnaia 8usaqalacing Port List 161
http://www.garykessler.net/library/is_tools_scan.html

UUURNUIBN13 UG

Port scanning ¥aitfuncumsduduuasuaninaslunisiiaylaudladoniaiihvung defiuuuunudsnisTandiie
nuaAGIT

WHUUNUIENIT TN
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o o

wailnuas Port scanning Nfiauladfideil

1. Address Resolution Protocol (ARP) scans agaaalnsaifivinouluiadazinalaanisdozn ARP
broadcasts Packet way WinAaasfladiiussy IP address vagwidiaiihnanaluwsiag broadcast packet
msml,nu?iﬁﬂﬁaz"l,eﬁuwa@auauaomna‘ﬂnsmmg IP vua3aznaaanuntusluuunag IP address uavs
azaUnsal Msaunu wuuliderinn1s map out laviviAsazinaatwiidss@ndaw wafidasindafasunsalyd
Telua3azinadenfulvingu o .

2. The Vanilla TCP connect scan \fumafiamsaununasnaufiugiunazdraniga daazld connect
system call 2avssuudfitinislduussuumdaihving danalnuasgiunizandt TCP three-way
handshake (dvgi 1) wialdanisifiaudalidonng wasanideas nssunuriiaiianusaduladieun
Taansdan (log) se 9 aassvuuidlumbaiihvinaazuagnonissasuanisitiausa (connection
requests ) uaviiaanuusndiafianain (error messages) fmsuusnsinavsumsiansatiu viaana
flasfutaadindelndraas

I 1. clignt @ SYM "TUg sever > I

-~ 2, ng fa SYRAACK TUga client —

3. clignt @ ACK "TUg saver '
Client Server

TCP’s three-way hand shake

3. The TCP SYN (Half Open) scans mmﬁﬂﬁmom?@qm‘%ﬂ(m half open scanning wszInilunng
connection?liguysal TaaszuunvinmsTandlildadanisiiandanleda’ld scanner azay SYN packet
ldfsmsiatihuunauarsanisnauauasy dwasagnillaliihuunaAazss SYN/ACK nduun deAagulladn
wasadunanaglugaiug listening uadwasngnilaag huananagde RST (Reset) nduniunu imadla
m;mmugﬂuunﬁmmsqmmsal,lmumﬁlal,ﬂmmﬂ"l,éazh\‘mm% URTEINEANITATIATY Unéipdasniilu
wiladhuwinaazvinuindllensidiandadiiield uasdiulnajaglifszuuns danfmanzaulun1sasady
AsawnuAiail ) .

4. The TCP FIN scan wafialignunsanasnsasiiuludraadsdiulug), packet filters uazldsunsuasiaduy
asdunuldlataalignasiany twszszuunvinnislaudazas TCP packets Mizaan flag FIN Wu 1(TCP
FIN) Tufeszunuasmdiaihvung smduwaiacie 9 Nileagazaauauasnaulidia RST arunasaniie
agliigula packets maiulae detuiedasnvinnisTaudnaglddayainduladu RST annwasaluutisuay
1ai'lél RST ananasaluuiing (vinlinsiuminaaawasanlai'ladaiusais) Taadasiudr waliaiiinlile
Autasavlaraniensuuugiing . ‘ ‘ .

5. The TCP Reverse Ident scan \fuinafiaviduisansiamdazasiinvasuaaznsidaiiunisiiausa
@e TCP vuwazavtndatihuung wmatinnsgunuzafiafiazvinlvissuunvinaslaudsnusaiancacdla
wasatillaaguazld ident protocol umsduvintasiiuiiruasinsiusuuiadaswiaihvang'lé

6. The TCP XMAS gnlilavinwasauuinsaswmibiaiihvanaiiag lugaiue listening Tneag'liade TCP packet
v 3 fMduilunidonadra Aa SYNC-ACK-RST usiagld flag 1flu URG, PSH uag FIN Tu TCP header i
wasauavtmsadtinning Welliilaraunannisasaduliunnnge dediwase TCP vavasadihvunaila
ag wasaduAazds RST nduun uddwaseidaasgiasliaula packet duiae .

7. The TCP NULL scan waiiailazhild flag Tunsaunulas 1aaazds TCP packet il sequence number
wei'lifi flag aanlilduiedasiihuine dwasailaatgazae nduun RST packet nduan uddwasaillaag A
agligula packet dulag Taaid'liudy TCP packet Uszianiliazbifiagludanvuauag potocol 393k
sula uananniidevinli potocol Tu layer Fugoiulyliinsuindinnsae packet tdanéia uanannaisly
packet aliianstuAunasaudIfIsINsaUn packet Al ldlunsasazausyuuljifinisuas
wilaihuunaladnele Lﬁaoznn‘;xnnﬂ:‘jﬁﬁmsumauu,nmuumsmanauaoﬁ“l,ﬂmﬁauﬁu

8. The TCP ACK scan LﬂummﬁﬂmﬁﬂumtwwmmLﬂmusmsaq uelfiasnisaauauavsia ICMP ping
Msatwaﬂumna (rule) wiaulaune ( policy) sing 4 Ade'LS "Lwa";aaa’tﬁamsaaaanm'j'l"l,wa";aaa’ﬁuq ¥in
wihfudlayausansas packet atnedne 9 wsaLﬂu“L‘v\Imaaa‘ﬂﬁmmammwaaums uazldmainnisn
529 packet fuge Tammafianisaunuuuuiiagld TCP packet i flag ilu ACK selddowasaiaiasilans
9 dwasaiilaag weasiihnanaazae RST aduun ueidleatAazliaula packet W

9. TCP Windows scan wmafiansaunufiazanasaunasaiiilaag nufonsagit wasalatinetign filter
@113 L s udin1dde waswasavunaaulalosunisaugia’litine Iaaandadasiniannanuiaind
uvatilunisuiv@l TCP Windows Size uag TCP/IP protocol

10. TCP RPC scan mmuﬂmsaunuu‘lmm“l,mLawwwnnLﬂsaoﬂmﬂmamsunuﬂuﬂbﬁmmu uunn‘lmwamua
saugiiieaiialavinouatuuigaidia RPC 1ihe sniinnagasiunasaasiaiu uazllsunsudui
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11.

12.

13.

thendiag

The FTP Bounce Attack az14 FTP protocol fvsuasensidtansiaudnns FTP a9 @INAT (proxy)
wallansaunuuuuil glaudazsaunsadaudiagnuay FTP server uasaunutihvanaau 9 lalaalign
M5733U @9y FTP servers ahuluajaziinig disable u3n1suav FTP tiamuilaasdauagssuu

The UDP ICMP Port scanning 1% UDP potocol 1aasfuazads UDP packet lufowasatihuung dwas
anllaagiuaznaundunidiia ICMP type PORT UNREACHABLE packet dnwasatiutllaatiiuazlige
packet AN waflafildlumssunumwasavanaaage 9 Taawmwizlusyuy Solaris uaagdituaglaitii
viiadia 1flagain UDO protocol ifludnweuy connectionless @Aa'lisusagin packet Mav'liazdoiazasians
mvasudunialai . . .

The ICMP ping-sweeping scan agldid1d9 ping twannagirfiscuulununialideiuat ww3azradiu
Tuaidefinnsnsavuia disabled

i3aviia Port scanning

n1sasradau Port dhad1dv netstat
Lﬂuaﬁmmm/lammausamuumaowasmmaosunnﬂauwuLmaseﬁo run TCP/IP agj Foazudnvizasid Msvuuiauali
TCP/IP ‘iaamauq deanansalddrdolunsgaanusuaswaia’ld dosudiadine

C:\WINNT>netstat -a
Active Connections
Proto Local Address Foreign Address Jtate
TCP opus_brviecho 0.0.0.0: LISTENING
TCP opus btv:discard 0.0.0.0:0 LISTENING
TCP opus brv:chargen 0.0.0.0:0 LISTENING
TCP .:.nus:a:.w:z? 0.0.0.0:0 LISTENING
TCP Qs BT s e LISTENING
P opus btvinntp 0.0.0.0:0 LISTEN
TCP opus bEv:iIIIS oo o.0r g LISTENING
- { s n:npusjhtv:HS 0.0.0.0:0 LISTENING
woss TOP (1-'1 a5 119} TCP opus btwvilsl 0.0.0.0:0 LISTENING
FreaAUTUs Tema 8 TCP opus_brv:i3gs 0.0.0.0:0 LISTENING
: - TCP opus btwv:593 0.0.0.0:0 LISTENING
ESNth:'_"rE_:STU AfuE TCP op u.sjb Evil0Z6 localhost 1027 ESTABLISHED
TCP opus btvil027 localhost:1026 ESTAELISHED
TCP opus brvinbsession EXCHG:1028 ESTABLISHED
une opus btv:echo s
unp op us:b tvidiscard i
uDp opus_brv:ichargen N
unDp opus btv:13i5s L
oDy Dpus_htv : SHmp S
UDp opus_btw:nbname LT
uDp opus_brv:nbdatagram UL

U7 | 6 netstat command &u15aldlét Linux waz Windows iiafl asyasauwasaiiilauu Local Computer

NMAP

HuTdsunsudmsuldaununasadeazldninasadiiaiovualu IP Address Anuua Taafidruddyaasdiud

2. va

azgndenavunnnldadsAa nisaaanAaudinswivauzasarduwasa TCP ,UDP wazseuulfiisinnsuaslass
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517 7 Tusunsu NMAP fAaguu Linux/Unix.

B HidapWin v1.3.1 =JCES

Help Eut

VLAY IP
WIH B ASALAW

Scan Discovei | Opbone | Teng | Filas Serace | Windd

Made San [ plaorss
Pest Flang UseD Bounce Scan
Connect Mull Scan ‘Window Scan = —
¥ 57N Steakh mas Tres RCP Scan
Diesice Souace Addrecs Source Port
FIM Slealih IF Sean List Scan
Ping Swesep |dle Scan |die Scan Hast
UDF Sean ALK Scan

Dustput

Interesting ports on ACER -Aspere 2001 (192,168,946, 1500
£The 1583 ports scanned but not shown Belos are in state; chosed)

Fg
) g e -y
1¥ftop  opeEn rthins-zni
1002%cp open ko

. M - . i026fcp open LS&-or-rkerm

waae TCP 1 280 fieeia 1720t open  H.IZH0.931

FUTUsTomaa HTTP 8 | |t oo Liep

Tu AOTUE Opm Kmap run complsted — 1 [P sddress (1 host up) scannesd n O seconds

CMD: nmap -¢5 0T 313216896150 [ 2am804 | 164702

5U7 8 NMAP graphical front end uu Windows

n1silavAu Port scanning

'
addaa

A13@5I39UN13 Port scanning Lﬂuaﬁmmani%uﬁa‘lumsﬁ%mu‘tﬁr@@LLa*szuummmmE”Lgﬁ'hazLﬁmms‘Iauﬁszuu
aufla’lug wazlealas draunsailasdunis Port scanning ‘16 wEauiafiaugrunsadianuiuladunsnuagud

iSaa

anasle deilaqifudolifiigarsilasiunis Port scanning Auuau
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3%n15ilasAu Port Scanning witilugoti
A. syuuil{iieinng Linux
B

a oo

. szuui{aidnns Windows
A. uuszuuilfiisinis Linux
wrioiflu 2 dnweuy dodl
e Prevention

1. mstlawaddianlisnilu mnum astlausaisilisndundalailalieiu wu drfinnndaudnng Sudsuoas
Aasaznilanasasdnsy http winiu deanansavinlédetunausalud

o 'l /etc/inet.conf uilgiadasnana comment win'ludnoniinaadad bisndu tialilisansnuae
ST TG .

o uAlan'lWsduas runlevel Tussuuzassldag dvaglulasnnas /etc/init.d

o uanniiszuunldagazaaslulamassuluivua X11 fagiussuuuadnaiazay broadcast 2avudnng
vinaaanase 6000 aan'ldbidnaaazdandunialifia

2. n3l4 TCP Wrappers ﬁoﬁauiﬁ@@uammmﬁmumm*sauagmu%aﬂ;‘jLaﬁn'mﬁwﬁau%msshowaaszuu mel
8198989 IP address wia domain name Tusunsuilagvinousiudu'lwa /etc/inet.conf 1aaian tcpd daemon
Aauiadauinisawizlildu aiinsiasaatinun Aazanaldannwasanauaalvidiiun 3aa1silasduaag
Tisunsu TCP Wrappers fiavoil

o amaday'lwe /etc/hosts.allow 1iagin IP addresses 3a domain name ifu q If&nFdEGon1sU3ANS
wavszuunIalai

o dhifinsszyag ulWadinesiu TCP Wrappers Aagldamagauillus /etc/hosts.deny énhifinsszylidn
wiafidianuiilu ALL : ALL TCP Wrappers szuufiazbigulanissasuaiiu uasvinmsufiasaisliuinisi
gn3avuamn

o lasruugnaunuwase TCP Wrapper asfisavauanalidszndudnisaan’ly we scanner aghildsudiaya
Waiulag nwase

o dnflunssunuiunanniaasivia domain mﬂswnaau‘lu"t%la the /etc/hosts.allow svuuazuaavsadanas
aflilaag waduannaswenauasanzidnuenasaitlnatiu TCP Wrapper favdfiasnsittausiadi
Lilwmm"l,u"l,mmmniﬂamma domain AldFuauge

o Tusavuavns IP spoofing afinsiavuaiinun TCP Wrappers avin reverse DNS lookup & sy IP
address M5a9uaun drduwuinfida Domain name as9Au IP address isasuaiinun Tusunsufazauga
asiitausaiiu usdn Domain name ‘hinsefu IP address Asasuaidinun Tusunsudaazinuainiulass
Alildsuauanes wazavdljiasasidansaiiu

ﬁanﬁumao‘iﬂmnsuﬁﬁa LigusarinnIsasIAFauATaLARNNAY B3NNTLE 12U http wag smtp d1vinnsdasnlai
WmaNeRU Azvinlldagsianisgnyngn’la

e Detection

3. M5l PortSentry dawmunTae Psionic (www. psionic.com) dlunisesaunsdtansaisasuaidinu way

funsadealilviaulanissasua’ld deidanisadl

o Houaszuusiusaiimua’lainazin PortSentry ay“tamsri‘iamiminmﬁwa':‘m"mu wazazdfiasnisiavua
Tuuiine dedquassuuazdasiuuanisniswasanssunliaduauuld

o PortSentry Aazas1aduTlaan1sld TCP Wrapper uaglddayanavfungniviaadalilu
‘IWa /etc/hosts.deny PortSentry .

o &9 default route statement Tiisvuuniyngn Taaazvinlifinsasodunielyiunnng packets annszuu
1‘711/i1m'511n';jfj"l,ﬂﬁoszuuSuu"sav"l,aiﬁlﬁﬁaszunﬁvlmmﬂmaq vinlvwmilauinesadiihnungLiidiauagaig

o PortSentry svusiiasdu 1.1 2uldsiunsadaszauanuaidgyuainisinnisaanisuanunasa la wazds
shunsaduddenauantdaiudacnis Iedldsylamisanisaieszuuudasiau (Alert and Alarm ) Tugd
wuuAgguassuususadiIvualiuléiag

vusvuudunal PortSentry #13nsansadunts Port scanning éiie TCP way UDP ‘lénnufia aaueiiszuu Solaris
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fU1300533FuA5 Port scanning wuy TCP Vanilla wag UDP winsfu

4. Snort (luiasasiiafilinsrasunisyunsamieiaiating (network intrusion detection) Taa Martin Roesch
(http://www.snort.org) A1svineuzas Snort azld'laus s (library) Nugiudia libpcab deldAulaayldluussen
network sniffer wag network analyzer eviane Tdswunsu Snort & unsavin protocol analysis, content
searching/matching, as13dun1synnuas probe wzu buffer overflow, stealth port scan, CGI attack, SMB
probe, OS Fingerprint uagau

uananfifefinauaniiilunisvia real-time alerting 8néine uandiaannnsiAudantali syslog viawAuuan'lva
fAnIA Lazdeaunsa alert Wiy winpopup #unne Samba's client Ll@dnée (dag compile @e option --
enable-smbalerts)

nstindy (eanlwduardndinalzdinasiiu 1.8-RELEASE (Build 43) éadeuu Linux)[6]
atgWanaiTanun

#tar xzf snort-x.x.x.tar.gz -C /usr/local
fnelaisanaslyddoiihnunaduenely annsduldedo

#./configure (14 ./configure --help \iian option Wenua)
#make
#make install

Taenlnd Snort aziAudiayadanaslugluasdaniWdadag fu syslog watsEansadal Snort Lﬁnﬁagaﬁpﬁq\‘l
n19'13Tu database 12tu MySQL, PosgrestSQL waa MSSQL ‘la ialvidunsafiviiayauasnadayladsainfotiu
’unvlanau(plug-ins) tzu ACID ) . .
a5vlasnvnaiiiaiiudanlWduas Snort ienuauanad19uIn uazmsilasdubiliiuanadu access winn'laisn
natuuY Taalnfiudrazaselin /var/log/snort

#mkdir /var/log/snort
#chmod 700 /var/log/snort

nasaullsunsu . 3
neandsuA1&Y snort -? Liausay help uag Snort ivunua

a3191Wa configuration uaz rules

399 U2 mumauum"tuamuﬂumsasw dluaensisenavdiaya Snort Wisuwddu wandatvidlu
sufisudavsaswinduias dearaarlisiniu luidasaseinamasfiuuni /etc/snort wWialdiiu configuration
waeg rules files aag Snort 13s191n

#mkdir /etc/snort

annifulyi copy diaya configuration wag rules files a1n source uav Snort

#cd /usr/local/src/snort

#cp snort.conf /etc/snort

#cp *.rules /etc.snort

#cp classification.config /etc/snort

wA'la /etc/snort/snort.conf )
131321 N snort.conf tHulWdnanlun1s5u Snort Taadflugasudladayaluuivsgiuavsalilil (vi snort.conf)

o wfily HOME_NET iiflu network address uagia3azinaisiasn1s monitor w2y var HOME_NET
10.10.10.0/24 .

o ufiludn network ip address aulvinsefiuaiugiasns tdu SMTP , SQL_SERVERS

o AfaTuAluda VAR DNS_SERVERS uAt tflu DNS_Server MlganaTunmiiasu tailasAu fault alarm

o &u5u parameter duq fu mmsammaumwmmmmm www.snort.org wiandugdiianisidiau rule (1ag
Undiudy Lifinnuaniugaoidieu rule ag Weaswsnsiufinaniuz rule g A www.snort.org winifu

http://www.thaicert.nectec.or.th/paper/auditing/portscan2.php 29/12/2548
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Lav)

5u Snort (daemon)

vaaaviu /usr/local/bin/snort -c /etc/snort/snort.conf 41'Lidl error 189 udavinausaldeule iasusnsld
uIziuaziulu daemon mode 1aaaglda1dvdvil

#/usr/local/bin/snort -D -c /etc/snort/snort.conf

&3y options wav Snort dufidauiinvieas sreazidaasuIsag élu www.snort.org .
d16a9n13li Snort 5ulu daemon mode nARSINYaLATaiunATLAla WS /etc/rc.local udrldrdoduuu
tWalyi Snort vinouflafinsyataiaslina

Log

Aauduisazanvinanuidnlasyuuuag Snort Aau u rule nileq wag Snort Wuasd action Widan 3 ufiada Iog,
alert, pass dwdaniilu log fiayaazgniiuasdantud (drlassuidufiuee azAu'l3i /var/log/snort) uagéndan
tHu alert uazsulu daemon mode mauauuq azgn alert fun19taInne alert Ardvuals waiu WIUNIY syslog
"3a winpopup ualaadnfiudn a"amnn"l,m /var/log/snort/alert uaznsdigavinadndaniilu pass Wfu packet 1y
azgn drop 'l

nsmmaotswuusu‘lu daemon mode uag'lsildsyy path 1aq lufies Foifu fpuaszuuazdiadvinnisasiadau log
i /var/log/snort/alert atjiaua 19 log file & auq mau‘luiﬂmmasmmnu LU portscan.log anée

B. szuuilfjiisin1s Windows
e Prevention

—

msf.lmmaﬁaﬁ"l,ﬂ:mﬂu éran1517 Control panel duifian&niilanau Services .

2. #@ael Tiny Software (www.tinysoftware.com) ‘lddnuing kernel module wavszuulfiitinng deaunse
filter packet laiNahalvidiursailasdunasasdrdeayle

3. fadeTisunsu ZoneAlarm (www.zonelabs.com) utflu Security Program Awiangdu Home User 1ilu
athounnlasannflssanianuazanuaunsanmuauuazguazn1svino s ustuueiaina laiinaniy
fumafifinn3aszuuia3azina LAN uTdsunsuiilviieanuaiuisauas Firewall uay IDS lilérawsangfu

Tulsunsu Zonealarm fidiadnataat1eioludrumamafinuadnisvinuiing Firewall §nwaizn1slitou aunauag
Tusunsunnziiada LuAumbaanuatuazarsatdd 1deu CPU aaunn anansavinoulduu Microsoft Windows
aoue Windows 95 2u'lal &mduTusunsu ZoneAlarm nasdudnfaygiaigldauinusunsaldoulans s
nslduluniegsia wranasfunfianugunsaunnliu@a ZoneAlarm Pro agfiavanan license

ASfn6Y

Wilivinnshiadelaanisduiandnlaldolns zaSetup_37_098.exe adnfiilu Next Tnadalusunsuazgniingv
avuu C:\Program Files\Zone Labs\ZoneAlarm Tunindaunlngldlatagls ,avins uay aud nnduliadni
{Ju Next Tuntihdautvigldnausudiannagingraizasuasnisidorulsunsy aavfinden wazadnn Install
'Iﬂmnsua”nn@m@?aaanuiﬂamafﬁ"lﬁm%uu"ti ‘Mﬁomm’?\m?al,aﬁaﬁa“ﬁmsnsanLtnudﬁ:waomou"’sﬁmﬁwﬁm
Tsunsu Wansaniasan@nilu Finish Aulunis&ugalunisfindeTusunsu

N3l . .

ndunsiindaasadaillsunsuAaziinig Introduction Mndiatasuasnsldorunas Feature singg Tifldouvin
amuniinaldzanasy Tlunsldoulldaunsazanldonulaiaaizannisideusiu Program Files > Zone Labs
> ZoneAlarm uazilaudingd Tusunsugldnuiauisafiazdeasneldidu nsdeseduanulaandanas Firewall
mmmusmmﬂsamﬂ LAN uwag WAN Msamsmmiumu Program Control Tun1514 Application WiuszuuLa3a
siradunadiin nsdean Alert asigunsn (udu

Alaenallsunsu ZoneAlarm
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Firewall

The Tirewall profects you
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Owvervlew haz teo Zones
Imerresl Zone: For
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Progiam
Control
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Logs
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Technical Information
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Application: EXPLORER EXE
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More Information Available
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